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EXECUTIVE SUMMARY

Summary

The Pequity web application penetration test resulted in three (3) vulnerabilities being identified. The test uncovered positive
highlights of Pequity's security posture and observations demonstrating the extent to which a threat actor could penetrate the
organization's application.

APP-01 and APP-02 were observed to have been remediated on June 13, 2024.
Before testing began, Pequity provisioned three (3) testing accounts in the environment.

During the test, the team noted five (5) security wins within the application. First, Echelon observed the file upload endpoints and
rate limiting in place to be secure. Additionally, the team was unsuccessful in performing injection attacks and could not access
endpoints without authentication. Lastly, the team was unable to access the internal side of the web server through Server-Side
Request Forgery.

The team observed a vulnerability that allows a standard user to create and delete comments in the 'offers' section of the
application, which is an administrator-owned endpoint. Additionally, the team discovered a vulnerability that allows a standard user
to retrieve all user information stored on the application. The information included full names, email addresses, and user
identification numbers. By performing these actions, it can lead to additional attacks, such as social engineering and account

takeover.

Next, the team attempted to perform session-related attacks, such as session hijacking. While unsuccessful, the team did identify
that the session cookies are not marked with the 'HTTPOnly' and 'Secure' flags. This could allow a threat actor to identify a related
vulnerability and perform actions on another user's behalf.

Towards the end of the testing phase, the team deployed a vulnerability scanner to identify easily discovered vulnerabilities in the
web application. The scanner identified weak ciphers, Insecure Transportation Security Protocol Supported (TLS 1.0), no HTTPOnly,
and Secure attributes on cookies.
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Dashboard

OBSERVATION COUNT TIMELINE
05/20/2024 Testing Began
Critical Risk Observations 05/28/2024 Testing Completed
m 05/28/2024 Reporting Began
05/31/2024 Draft Report Delivered
High Risk Observations m .
06/13/2024 Re-testing Began
Medium Risk Observations 2 06/13/2024 Re—testing Completed
06/13/2024 Final Report Delivered
Low-Risk Observations 1
SECURITY OBSERVATIONS LIST
1D TITLE RISK OWASP CATEGORY
APP-01 Insecure Direct Object Reference - MEDIUM Broken Access Control
Create & Delete comments
(REMEDIATED)
APP-02 Insecure Direct Object Reference - MEDIUM Broken Access Control
Viewable User Information
(REMEDIATED)
APP-03 Insecure Session Cookies LOW Security Misconfiguration

SCOPE

The following information was the provided scope for Pequity's Web Application Penetration Test.

1. Testing occurred in Pequity's staging environment:

a. https://pentest.pequityga.com
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TESTING ACTIVITY AND RESULTS

5

OWASP Guideline | OWASP Test Case Results |

Configuration and Deployment Test Network/Infrastructure Configuration (OTG- PASS

Management Testing CONFIG-001)

Identity Management Testing Test Role Definitions (OTG-IDENT-001) PASS

Identity Management Testing Test User Registration Process (OTG-IDENT-002) PASS
N . Testing for bypassing authentication schema (0TG-

Authentication Testing AUTHN-004) PASS

Authentication Testing Testing for Weak Password Policy (OTG-AUTHN-007) PASS
L . Testing for weak password change or reset

Authentication Testing functionalities (OTG-AUTHN-009) PASS

Authorization Testing '(I;%sj'f;ng Directory traversal/file include (OTG-AUTHZ- PASS

Authorization Testing Testing for Privilege Escalation (OTG-AUTHZ-003) PASS

Authorization Testing

Testing for Insecure Direct Object References (0TG-
AUTHZ-004

FAIL

Session Management Testing

Testing for Bypassing Session Management Schema
(OTG-SESS-001)

PASS

Session Management Testing

Testing for Cookies Attributes (OTG-SESS-002)

FAIL

Testing for Cross Site Request Forgery (CSRF) (OTG-

Session Management Testing SESS-005) PASS
Input Validation Testing '(I;%slt;ng for Reflected Cross Site Scripting (OTG-INPVAL- PASS
Input Validation Testing g%s;t;ng for Stored Cross Site Scripting (OTG-INPVAL- PASS
Input Validation Testing Testing for HTTP Parameter pollution (OTG-INPVAL-004) PASS
Input Validation Testing Testing for SQL Injection (OTG-INPVAL-005) PASS
Input Validation Testing Testing for XML Injection (OTG-INPVAL-008) PASS
Input Validation Testing Testing for Code Injection (OTG-INPVAL-012) PASS
Input Validation Testing Testing for Host Header Injection (OTG-INPVAL-018) PASS
Input Validation Testing Bvals;;ng for Server-Side Template Injection (OTG-INPVAL- PASS
Input Validation Testing Bezsot;ng for Server-Side Request Forgery (OTG-INPVAL- PASS
Testing for Error Handling Analysis of Stack Traces (OTG-ERR-002) PASS
Business Logic Testing '(I;%sj'f)Business Logic Data Validation (OTG-BUSLOGIC- PASS
Business Logic Testing Test Upload of Malicious Files (OTG-BUSLOGIC-00 PASS
Client-Side Testing Testing for DOM based Cross Site Scripting (0TG- PASS

CLIENT-001)
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6

Client-Side Testing

Testing for Client-Side URL Redirect (OTG-CLIENT-004)

PASS
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TESTING DETAILS

Web Application Testing Details

WEB APP-01 and APP-02 were observed to have been remediated on June 13, 2024.

APPLICATION

SUMMARY During the penetration test, the team discovered an Insecure Direct Object Reference (IDOR) vulnerability,

which allows a standard user to view the '/APl/users' endpoint. Using Burp Suite, a proxy tool that can
capture web traffic, the team viewed all the user information. Once the server response returned, it
revealed usernames, user IDs, and email addresses associated with each account. The team used Burp
Suite's repeater feature to send the same request, only this time using the standard user cookie to send it.
Upon receiving the response from the server, the team viewed the information available on the endpoint.

Another IDOR was identified in the application that allowed a standard user to create and delete comments
on the '/dashboard/offer/<ID>' endpoint. These endpoints are inaccessible to the standard user via the
browser; however, they are accessible via a GET request viewable in Burp Suite. While viewing the
comments area of an offer, the team created and deleted a comment while authenticated as an
administrator. Capturing the requests with Burp Suite, they were sent to the repeater and modified with the
standard user's cookie and associated ID value. In sending both a create and delete request with the
standard user's cookie, the team identified these actions could occur once the endpoint was viewed on the
browser. Both IDOR vulnerabilities can allow a threat actor to perform social engineering attacks on users
within the application to perform unauthorized actions.

During testing, the team attempted to perform session-related attacks, where they identified that the
session cookies were not marked with the 'HTTPOnly' and 'Secure' flags. The team was unsuccessful in
performing the session-hijacking attack; however, having insecure cookies with both attributes not marked
could allow a threat actor to identify a related vulnerability, steal session cookies, and perform actions on
another user's behalf.

Something that was noted by the team while testing was a series of security controls in place (listed below
under "Security Wins"). These wins prevented attempted attacks, such as accessing endpoints without
authentication, proper rate limiting, performing injection attacks (XSS, SQL Injection, SSTI), arbitrary file
upload, and Server-Side Request Forgery.

Finally, a vulnerability scanner was run against the application to help detect potential file disclosure and
server misconfigurations. This scanner was run to help validate the security wins and identify easily
discovered vulnerabilities. This can provide a more comprehensive view of the web application's security
and help ensure that all potential vulnerabilities have been identified. The scanner identified weak ciphers,
Insecure Transportation Security Protocol Supported (TLS 1.0), and no HTTPOnly or Secure attributes on
cookies, which can be found in the "Web Vulnerability Scanner - Summary" of the report.

During the Web Application Assessment, the offensive security team noted five (5) positive observations

WERB that limited the success of the team in gaining unauthorized access to the application.

APPLICATION
SECURITY
WINS

Win Description

)
% Unsuccessful in performing injection attacks on the application.
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Unable to view endpoints without authentication.

3 B = No Server-Side Request Forgery vulnerabilities were identified.

No Arbitrary File Upload vulnerabilities were identified.

Proper rate-limiting appears to be in place.

The following table is a list of observations discovered during testing. Full information on these

WEB . - M - o )
APPLICATION observations can be found in the “Detailed Observations” section.
SECURITY ID TITLE RISK OWASP CATEGORY
OBSERVATIONS
LIST APP-01  Insecure Direct Object Reference - MEDIUM Broken Access Control
Create & Delete comments
(REMEDIATED)
APP-02 Insecure Direct Object Reference - MEDIUM Broken Access Control
Viewable User Information
(REMEDIATED)
APP-03  Insecure Session Cookies LOW Security Misconfiguration

8 Pequity Web Application Penetration Test
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DETAILED REPORT

This section covers in detail the observations with corresponding recommendations, risk ratings, impacts, root causes, OWASP
Category and details leading to the discovery of the observation.

9 Pequity Web Application Penetration Test
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APP-01 - Insecure Direct Object Reference - Create & Delete Comments -
REMEDIATED

[ [
DREAD AFFECTED ENDPOINTS OWASP CATEGORY SEVERITY
SCORE ! !

23 /dashboard/offer/<ID> Broken Access Control MEDIUM
FIX SOON

RECOMMENDATION

e  Ensure proper access controls are in place to prevent standard users from creating and deleting comments on an
administrator owned endpoint.

IMPACT

If a threat actor can create and delete any user's comments on an offer letter, they can perform unauthorized actions on the
application without having direct access to the offer letter. This means a threat actor could delete important comments or create
comments containing phishing links to entice other users to click them. Once clicked, threat actors can gather user credentials to
authenticate to the application as a user with higher privileges.

DETAILS

This observation was found to have been remediated on June 13, 2024.

While testing the application, the team identified an IDOR that resulted in creating and deleting comments on offer letters. The team
discovered the '/dashboard/offer/<ID>' endpoint, which revealed information about each offer letter held on the application (drafts,
in progress, and approved). Using this information, the team captured the POST request when a message was created and sent it to
the repeater feature of Burp Suite. In the repeater, the team modified the cookie from the administrators to the standard users, also
making sure to change the ID value of the user and sent the request. Upon viewing the response, the team received a '201 Created'
response code from the server. Going back to the application, the team viewed the comment created by the standard user.

Additionally, the team deleted comments from the offer’s endpoint using the administrator account and captured the request with
Burp Suite. The team sent the request to Burp Suite’s repeater feature and modified the cookie values from the administrators to the
standard users, as well as the ID value of the comment, and sent the request. Upon viewing this response, the team received a '204
No Content' response code from the server. The team went back to the application and identified the comments to have been
deleted.
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e e R
B L% 22U018TYD/B-C413-/CT/-DUBD-5DTYSEbODY 14%.. %5201/ 10300334099%5U%2L% 25 24epp
%22%3At rue%7D

HTTP/2 201 Created
2 T IUE, v 2024 18:50:29 GMT

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 % Content-Type: application/]son
Firefox/115.0 4 Content-Length: 3262
Accept: application/json, text/plain, */* 5 Allow: POST, OPTIONS
Acceptiamgu;ge: enjusfen;qzeﬁ 5] X—Frame—Opt_{cns: DENY
Accept-Encoding: gzip, deflate, br 7 X-Content-Type-Options: nosniff

Referer: https://pentest.pequityqa.com/dashboard/of fer/9846/
Content -Type: application/json
Authorization: Bearer

8 Referrer-Policy: same-origin
Cross-0Origin-Opener-Policy: same-origin
Vary: origin

2yJhbGe101J1UZT INLISINRSCCIBIKPXVCI9. ey JOb2t Ib190eXBLI Jol YWNIZXNZIiwiZXWIfo |11 access-Control-Allow-Origin: *

XxNzE2MzE4MzQOLCIpYXQi0j EIMTYZMDAZNDQsImp@aSI6I JhkNTYyMT 12ZTgS0TRRYWZhODAXMIF | (- 4 _Control-E -Headers: Content -D t X-C 1at .10
KNI YW | OWZLI i dXN1c 19pZCI 6Mj g1L CIzdWIkb21ha41 01 IWZWSOZXNGING . JURBTESM ] |15 3 hacuest 10: 74911000, Bac7 4081 0765, ead0nradsode’ oo
JvCTVYKCDWNGY jUFATETHAC1RAI XpgPw 12 Cf-Cache-Stafus- DYNAMIC

Corlwtgnt‘-Length: 1 . 15 Referrer-Policy: strict-origin-when-cross-origin

Origin: https://pentest.pequityga.com 16 Content-Security-Policy: frame-ancestors 'self’

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors 1
Sec-Fetch-Site: same-origin
Te: trailers

7 Permissions-Policy: unload=()

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content -Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Server: cloudflare

{ " u Cf-Ray: BB76c09d9abd4lac -EWR
reated by":285 -4 {
"status":5, "ig":a8
Lol _stectiends “created_at":"2024-05-21T18:50:29.4377462",
message” : “message” :
"&lt;iframe srcdoc=\\\"&lt;scriptégt;alert(1)&lt;/scripthgt;\\\"&gt; &1t "&lt;iframe srcdoc=\\\"&lt;script&gt;alert(1)&1lt;/script&gt ;\\\"&gt;&1t;/1
, iframe&gt;" frame&gt;",
" o] "created_by":{
userlds®: | ":"user@tester.com”,
! null,
4 "full name":"llser Tester".

Figure 1:Creating a comment as a standard user

&« C @ O 8 = pequityqa.com

Kali Linux # KaliTools <« KaliDocs Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

Bananac Ranac
Ranac, [1] E1

A Activity

ID: Q Add a comment..

n User Tester added a comment. May 23rd 2024 at 9:19 am

wB a User Tester added a comment. May 23rd 2024 at 9:16 am
©  “this is a standard user created comment”

Figure 2: Viewing the comment

11 Pequity Web Application Penetration Test

—_—
-—
-_—

ECHELON RISK+ CYBER



B Pequity

@ Home

=, Ranges
@D Offers

@ Visual Offers

(@ Help

( | User Tester
chelon I

Figure 3:Trying to reach the offer endpoint as the standard user

Request
Pretty  Raw  Hex RE@ w =

1
2
3

FS

wLoNO W

DELETE /apl/offersdelete_conment HTTP/2
Host: pentest.pequityqa.com

Cookie: Cookie: _ga_ZJ4YCKE7QL=GS1.1.1716300337.1.0.1716300337.0.0.0; _ga=
GA1.1.941429092.1716300337; X-Authorization=Bearer
eyJhbGci0iJIUzIINLiISINRScCIBIKpXVCI9. eyJOb2t 1b190eXB1I joiYWNjZXNzIiwiZXhwl jo
xNzE2MzE4MzQOLCIpYXQi0jE3MTYZzMDAZNDQsImpOaSI6I jhkNTYyMTIzZTg50TRmYWZhODAXMjF
KNWJITYWNjOWZ11iwidXN1c19pZCI6MjglLCIzdwWIkb21haw4i0iIwZWS0ZXNOING. JUhO7Eshl_J
jVCTVYKCDWNGY jUFA1ETHAC1RhI XpgPw;
ph_phc_HBUM9y4C2alhYyGGHgQU4IVVMXdte2iT7XCuGVqkPd6_posthog=
%7B%22distinct_id%22%3A%22pentest - 285%22%2C%22%24ses1d%22%3A%5B1716300377273
%2C%22018f9b78-c413-7c f7-bBeb - 5bf95656914%22%2C1716300334099%50%2C%22%24epp
%22%3At rue%s7D

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101
Firefox/115.0

Accept: application/json, text/plain, */*

Accept -Language: en-US,en;qg=0.5

Accept -Encoding: gzip, deflate, br

Referer: https://pentest.pequityqa.com/dashboard/offer/9846/

Authorization: Bearer

eyJhbGci0iJIUzI INIISINRScCIBIKpXVCIS. eyJOb2t 1b190eXB1I joiYWNjZXNzIiwiZXhwl jo
xNzE2MzE4MzQOLCIpYXQ1i0jE3MTYZMDAZNDQsImpOaSI6I jhkNTYyMT1zZTg50TRmYWZhODAXMjF
KNWJITYWNjOWZ1IiwidXN1c19pZCI6M]jglLCIzdWIkb21haW4i0iIwZWS0ZXNOING. JUhO7Eshl_J
jVCTVYKCDWNGY jUFA1ETHAC1RhIXpgPw

Origin: https://pentest.pequityqga.com

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers

Response

Pretty Raw Hex Render

e gy
NOUBPWNHODONOWUHWN -

HTTP/2 204 No Content

Date: Tue, 21 May 2024 18:57:28 GMT
Allow: DELETE, OPTIONS

X-Frame-Options: DENY

X-Content -Type-Options: nosniff
Referrer-Policy: same-origin
Cross-0rigin-Opener-Policy: same-origin
Vary: origin
Access-Control-Allow-Origin: *

Access-Cont rol-Expose-Headers: Content-Disposition, X-Correlation-ID
X-Request -1d: c33aa26e-lacl-4044-86ea-646638c5f435

Cf-Cache-Status: DYNAMIC

Referrer-Policy: strict-origin-when-cross-origin
Content -Security-Policy: frame-ancestors 'self'

Permissions-Policy: unload=()

Strict-Transport-Security: max-age=31536000; includeSubDomains

X-Content -Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Server: cloudflare

Cf-Ray: 8876cad939d5429b-EWR

Figure 4:Deleting standard user made comment
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Request
Pretty Raw Hex = n

1 DELETE /api/offers delete_comment HTTP/2

2 Host: pentest.pequityga.com

Cookie: Cookie: _ga ZJAYCKE7QL=GS1.1.1716300337.1.0.1716300337.0.0.0; _ga=

GA1.1.941429092.1716300337; X-Authorization=Bearer

eyJhbGci0iJIUzI INIISINRScCIBIkpXVCI9. eyJOb2t 1b190eXB1I joiYWNjZXNzIiwiZXhw jo

xNzE2MzE4MzQOLCIpYXQi0jE3MTYzMDAZNDQsImpBaSI6] jhikNTYyMTIzZTg50TRmMYWZhODAXM)F

KNWJILYWNjOWZ1IiwidXN1c19pZCI6EMjglLClzdWIkb21haWdi0iJwZWS0ZXNOING . JUnG7EsSh1_J

JVCTVYKCDWNGY jUFA1ETHAC1RhI XpgPw;

ph_phc_HBUMSy4C2alhYyGGHgQUATVVMXdte2iT7XCuGVgkPd6_posthog=

%7B%22distinct_id%22%3A%22pent est - 285%22%2C%22%245es1d%22%3A%5B81716300377273

%2C%22018f0b78-c413-7cf7-bBeb-5bf95e656914%22%2C1716300334099%50%2C%22%24epp

%22%3At rue%s7D

4 User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:109.0) Gecko/20100101
Firefox/115.0

5 Accept: application/json, text/plain, */*%

6 Accept-Language: en-US,en;g=0.5

7 MAccept-Encoding: gzip, deflate, br

Referer: https://pentest.pequityga.com/dashboard/offer/9846/

Authorization: Bearer

eyJhbGci0iJIUzI INAISINRScCIBIkpXVCI9. eyJOb2t 1b190eXB1I joiYWNjZXNZzIiwiZXhwI jo

XNZEZMzE4MzQOLCIpYXQ1i0jE3MTYZzMDAZNDQSImpOaSI6I jhkNTYyMTIzZTg50TRMYWZhODAXM)F

KNWILYWNjOWZ1IiwidXN1c19pZCI6M]glLClzdWIkb21haW4 101l IwZWS0ZXNOING . JUNO7EsSh1_J

JvCTVYKCDWNGY jUFA1ETHACIRhIXpgPw

0 Origin: https://pentest.pequityga.com

11 Sec-Fetch-Dest: empty

12 Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

4 Te: trailers

o

Response

Raw Hex

HTTP/2 204 No Content
Date: Tue, 21 May 2024 18:59:27 GMT

3 Allow: DELETE, OPTIONS

X-Frame-Options: DENY

, X-Content -Type-Options: nosniff

Referrer-Policy: same-origin
Cross-0rigin-Opener-Policy: same-origin
Vary: origin
Access-Control-Allow-Origin: *

Cf-Cache-Status: DYNAMIC

0 Access-Control-Expose-Headers: Content-Disposition, X-Correlation-ID
1 X-Request-1d: 9elB472a-efd2-4648-8%b-10d82eed9610

Referrer-Policy: strict-origin-when-cross-origin

Content -Security-Policy: frame-ancestors 'self
Permissions-Policy: unload=()

Strict-Transport-Security: max-age=31536000; includeSubDomains
7 X-Content -Type-Options: nosniff

X-Frame-Options: SAMEORIGIN
Server: cloudflare
Cf-Ray: 8876cdbfbaS832ed-EWR

Figure 5:Deleting admin made comment

| Dread score categol

Damage Potential

Reproducibility 4
Exploitability 4
Affected Users 4
Discoverability 4
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APP-02 - Insecure Direct Object Reference - Viewable User Information -
REMEDIATED

[ [
DREAD AFFECTED ENDPOINTS OWASP CATEGORY SEVERITY
SCORE ! !

20 /api/users Broken Access Control MEDIUM
FIX SOON

RECOMMENDATION

e Ensure proper access controls are in place to prevent standard users from accessing other users’ information.
e Implement UUID identifiers to make it difficult for a threat actor to perform a brute-force attack.

IMPACT

If a threat actor gains access to the application as a standard user, they could identify all users on the application. This could lead to
additional attacks, such as social engineering.

DETAILS

This observation was found to have been remediated on June 13, 2024.

During the penetration test, the team noticed 'GET' requests made to the '/APIl/users' in Burp Suite. The team wanted to see if a
standard user could access this endpoint, so the request was sent to the repeater feature. In the repeater, the cookie was changed
from the administrators to the standard users. Once it was sent, the team received the '200 OK' response code from the server and
viewed all users with valid accounts on the application. While there are no addresses or phone numbers tied to the accounts, there
are associated email addresses which opens the attack surface up to phishing campaigns.

A [Hello, User]
e
Your apps
) E .
®
Ranges Visual Offers

Figure 6:Viewing standard user cookie
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Pretty Raw Hex a@ n =

13

14

GET /api/users HTTP/2

Host: pentest.pequityqga.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0

Accept: application/json, text/plain, */*

Accept -Language: en-US,en;g=0.5

Accept -Encoding: gzip, deflate, br

Referer: https://pentest.pequityga.com/settings/company/job-architecture?

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers

Cookie: _ga_ZJ4YCKE7QL=GS1.1.1716300337.1.0.1716300337.0.0.0; _ga=GA1.1.941429092.1716300337;
X-Authorization=Bearer
eyJhbGciOiJIUZzIINLIIsSINRScCIGIkpXVCI9.eylOb2t1b190eXB1lI joiYWNjZXNzIiwlZXhwl joxNzE2MzE4MzQOLCIpYXQ1i0
JE3MTYzMDAZNDQsImpOaSI6I jhkNTYyMTIzZTgS0TRmYWZhODAXMj FRNWITYWN j OWZ 1T iwidXN1c19pZCI6MjglLCIzdwWIkb21
haW4101iJIwZW50ZXNOINEe . JUnO7Eshl_JjvCTVYKCDWNGY jUFAIETHACIRhIXpgPw;
ph_phc_HBUM9y4C2alhYyGGHgQU4AIVVMXdte2i T7XCuGVgkPd6_posthog=
%7B%22distinct_1d%22%3A%22pentest - 285%22%2(%22%245es1d%22%3A%5B81716300377273%2C%22018f9b78-c413-7c
f7-b0eb-5bf95e656914%22%2C1716300334099%5D0%2C%22%24epp%22%3At rue%s7D

Authorization: Bearer
eyJhbGci0iJIUzIINIISINRScCIBIkpXVCI9.eyJOb2t1b190eXB1I joiYWNZXNZzIiwiZXhwl joxNzEZMzE4MzQBLCIpYXQi0
JE3MTYzMDAZNDQsImpOaSI6I jhkNTYyMTIzZTg50TRmYWZhODAXMj FRNWITYWNjOWZ1I iwidXN1c19pZCI6MjglLClzdWIkb21
haW4i0iJwZW50ZXNOINE . JUhO7Eshl_JjvCTVYKCDwNGY jUFATETHACIRNI XpgPw

Figure 7:Sending request to the /APIl/users endpoint with user cookie
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HTTP/2 200 OK

Date: Tue, 21 May 2024 14:10:43 GMT

Content-Type: application/json

Allow: GET, POST, HEAD, OPTIONS

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

Referrer-Policy: same-origin
Cross-0rigin-Opener-Policy: same-origin

Vary: origin

X-Request-Id: fe@d255b-a512-4585-962a-eceab0c3105d
Cf-Cache-Status: DYNAMIC

Referrer-Policy: strict-origin-when-cross-origin
Content -Security-Policy: frame-ancestors 'self'
Permissions-Policy: unload=()
Strict-Transport-Security: max-age=31536000; includeSubDomalns
X-Content -Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Server: cloudflare

Cf-Ray: 887526cc2cef8c21-EWR

{
["email":"kaitlyn+frc@getpequity.com",
Tavatar":
"https://s3.amazonaws.com/pequity-staging/media/pentest/Favicon_512_VzZYD8qg.png?X-Amz-Algorith
m=AWS4 -HMAC - SHAZ566&X - Amz - Credent ial=AKI AUS2L 3Z6WSESATEL 7%2F20240521%2Fus - east - 1%2Fs3%2Faws4 _re
quest&X-Amz-Date=20240521T141043Z26X-Anz-Expires=3600&X - Amz -SignedHeaders=host&X-Amz-Signature=
f2a58997b4c4581ec8f8ddfcff874264dfc991e57abdaf fcbd5e490167bd4613",
"full_name":"Pequity Support Bot",
"first_name":"Pequity Support",
"last_name":"Bot",
"short_name":"Bot Pequity Support.",
"registered _at":"14:05 04.05.2020",
"id":2,
"default_approver":true,
"range_permission":100,
"is approver":false,

i~ ~iibmittar! o Fal~a

Figure 8:Receiving information from the endpoint

Dread score category Rating
Damage Potential 4
Reproducibility 4
Exploitability 4
Affected Users 4
Discoverability 4

16 Pequity Web Application Penetration Test

ECHELON RISK+ CYBER




APP-03 - Insecure Session Cookies

[ [
DREAD AFFECTED ENDPOINTS OWASP CATEGORY SEVERITY
SCORE ! !
8 N/A Security Misconfiguration LOW
FIX LATER

RECOMMENDATION

e  Setthe 'HTTPOnly' and 'Secure' Flags on all session cookies

IMPACT

Insecure Session Cookie vulnerabilities can lead to more serious vulnerabilities such as session hijacking, unauthorized access to
personal information, data breaches, and a loss of confidential information.

DETAILS

Once authenticated on the application, the team started by examining the cookies to see their values, usage, and whether the
‘HTTPOnly’ and ‘Secure’ flags were set. This examination revealed that none of the cookies in use had the ‘HTTPOnly’ or 'Secure'
flags set. While no cross-site scripting vulnerabilities were identified, should one have come up, the team could have viewed and
potentially stolen the cookies of another user on the application.

Figure 9:Viewing Cookie Attributes

| Dread score category Rating \
Damage Potential 1
Reproducibility 1
Exploitability 1
Affected Users 4
Discoverability 1
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WEB VULNERABILITY SCANNER - SUMMARY

Title | Risk " Host

Weak Ciphers Enabled Medium https://pentest.pequityga.com
Cookie not marked as HTTPOnly or Secure Low https://pentest.pequityga.com
Insecure Transportation Security Protocol Supported | Low https://pentest.pequityga.com
(TLS 1.0)

Summary of Results

The vulnerability scanner found that weak ciphers are enabled. This means that a threat actor might decrypt SSL traffic between the
server and the clients. The web server also allows for TLS version 1.0 to be used, which can allow a threat actor to perform man-in-
the-middle attacks to observe traffic between the application and its visitors. Additionally, it discovered cookies did not have the
HTTPOnly or Secure flag enabled. This could allow a threat actor to steal cookies on the web application to gain unauthorized access
to other user's accounts.

Recommendations

Weak ciphers should be disabled to prevent them from being used to encrypt sensitive data transmitted between a client and a
server, as they can be easily broken by threat actors using readily available tools, potentially compromising the confidentiality and
integrity of the data. It is important to use strong ciphers that are resistant to attacks to ensure the security of the data being
transmitted.

List of Weak Ciphers:
1. TLS_RSA_WITH_3DES_EDE_CBC_SHA
2. TLS_RSA_WITH_AES_128_CBC_SHA
3. TLS_RSA_WITH_AES_256_CBC_SHA
4. TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
5. TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
6. TLS_RSA_WITH_AES_128_CBC_SHA256
7. TLS_RSA_WITH_AES_256_CBC_SHA256
8. TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
9. TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

10. TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
11. TLS_RSA_WITH_AES_128_GCM_SHA256

12. TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
13. TLS_RSA_WITH_AES_256_GCM_SHA384

14. TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
15. TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS 1.0 has several flaws. An attacker can cause connection failures and they can trigger the use of TLS 1.0 to exploit vulnerabilities
like BEAST (Browser Exploit Against SSL/TLS). Websites using TLS 1.0 are considered non-compliant by PCl since 30 June 2018.

Enable the HTTPOnly and Secure attributes on cookies on the web application.
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APPENDIX A - DREAD SCORING

The following table summarizes the calculation of DREAD Scoring;:

Damage Criteria

Critical (Score: 10)

High (Score: 7)

‘ Medium (Score: 4)

Low (Score: 1)

Damage Potential

A threat actor can gain
full access to the system;
execute commands as
root/administrator

A threat actor can gain
non-privileged user
access, leaking extremely
sensitive information

Sensitive information
leak; Denial of Service

Leaking trivial
information

Reproducibility

The attack can be
reproduced every time and
does not require a timing
window

The attack can be
reproduced most of the
time

The attack can be
reproduced, but only with
a timing window

The attack is very
difficult to reproduce,
even with knowledge of
the security hole

Exploitability

No programming skills are
needed; automated exploit
tools exist

A novice threat actor could
execute the attack in a
short time

A skilled threat actor
could create the attack,
and a novice could repeat
the steps

The attack required a
skilled threat actor and
in-depth knowledge
every time to exploit

Affected Users

All users, default
configuration, key
customers

Most users; common
configuration

Some users; nonstandard
configuration

Very small percentage of
users; obscure features;
affects anonymous users

Discoverability

Vulnerability can be found
using automated scanning
tools

Published information
explains the attack. The
vulnerability is found in the
most commonly used
feature

The vulnerability is in a

seldom-used part of the
product, and few users

would come across it

The vulnerability is
obscure, and it is
unlikely that it would be
discovered

DREAD Score

Risk Rating Risk Description

Critical observations pose an extreme risk to your
system/network/application, with the potential for exploitation by even non-
authenticated or external threat actors. The exploitation of such observations
could lead to a threat actor gaining privileged access, root or admin rights,
potentially causing severe disruptions to your business operations and
continuity. We recommend that the remediation process for these
operations begin immediately upon discovery.

A high observation poses a significant threat to your
system/network/application/control. The potential exploitation of the
observation could result in non-privileged access to a system, escalation of
privileges, or even considerable information disclosure. Following the
remediation of critical risks, high-risk observations should be prioritized in a
short action 10-day plan.

A Medium observation poses a notable risk to your
system/network/application/control. The exploitation of these observations
could lead to sensitive data exposure or access to a
system/network/application/control with a non-privileged user. While these
do not pose a substantial threat to business operations, their remediation is
still important. We recommend adding these observations to a 60-day
remediation plan, ensuring they are addressed only after higher priority risks
have been mitigated.

A low observation poses a minor risk to your
system/network/application/control and is often exceedingly difficult to
exploit or results in minimal risk to the business. However, over time, even
low-risk observations can become problematic if left unaddressed. We
recommend incorporating these vulnerabilities into a 3-month remediation
plan, allowing your system/network/application/control to maintain optimal
security health long term

40-50

25-39

Medium 11-24

1-10
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APPENDIX D - OWASP CATEGORY DESCRIPTIONS

The following table summarizes the OWASP categories and descriptions:

OWASP Category " Description

Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur
when untrusted data is sent to an interpreter as part of a command or
Injection query. The attacker’s hostile data can trick the interpreter into
executing unintended commands or accessing data without proper
authorization.

Application functions related to authentication and session
management are often implemented incorrectly, allowing attackers to
Broken Authentication compromise passwords, keys, or session tokens, or to exploit other
implementation flaws to assume other users’ identities temporarily or
permanently.

Many web applications and APIs do not properly protect sensitive
data, such as financial, healthcare, and PIl. Sensitive data may be

Sensitive Data Exposure compromised without extra protection, such as encryption at rest or in
transit, and requires special precautions when exchanged with the
browser.

External entities can be used to disclose internal files using the file

XML External Entities (XXE) URI handler, internal file shares, internal port scanning, remote code

execution, and denial of service attacks.

Restrictions on what authenticated users are allowed to do are often
Broken Access Control not properly enforced. Attackers can exploit these flaws to access
unauthorized functionality and/or data

Commonly a result of insecure default configurations, incomplete or
ad hoc configurations, open cloud storage, misconfigured HTTP
headers, and verbose error messages containing sensitive
information.

XSS flaws occur whenever an application includes untrusted data in a
new web page without proper validation or escaping. XSS allows
attackers to execute scripts in the victim’s browser which can hijack
user sessions, deface web sites, or redirect the user to malicious sites.
Insecure deserialization often leads to remote code execution. Even if
deserialization flaws do not result in remote code execution, they can
be used to perform attacks, including replay attacks, injection attacks,
and privilege escalation attacks.

Components, such as libraries, frameworks, and other software
modaules, run with the same privileges as the application. If a
vulnerable component is exploited, such an attack can facilitate
serious data loss or server takeover. Applications and APIs using
components with known vulnerabilities may undermine application
defenses and enable various attacks and impacts.

Insufficient logging and monitoring, coupled with missing or
ineffective integration with incident response, allows attackers to
further attack systems, maintain persistence, pivot to more systems,
and tamper, extract, or destroy data.

Security Misconfiguration

Cross-Site Scripting

Insecure Deserialization

Using Components with Known Vulnerabilities

Insufficient Logging & Monitoring
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